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Connector (SIC)  
Prov id ing  SaaS Data  In teg ra t ion  to  loca l  da ta  sou rces  

ONESTREAM 

DESCRIPTION 
 
Smart Integration Connector (SIC) introduces a new, 

secure paradigm for OneStream cloud connectivity to 

customer network databases, applications, and file server 

sources.  In contrast to VPN ‘direct connection’, SIC 

facilitates a cloud native approach using Azure Relay 

technology to achieve bi-directional data transfers 

between OneStream cloud and remote data sources.  

Another key benefit of SIC is that it is 100% customer 

managed – including setup and management of data 

source connections on a Local Gateway Server.   

SIC RECENT ENHANCEMENTS 
OneStream recommends the latest Platform ver. for comprehensive SIC benefits 

Enhancement  Platform ver.   Type B 

Support for parallel processing imports  R2 2024*   260 – 270 

Encryption for db connections in Configuration UI  8.2.x   6 / 9 / 12 mm 

Graceful db null value processing   8.2.x   22.9 gr 

Further increased db connection timeout to 20 min.  8.2.x   0 – 4500 mins 

Whitelisted traffic to and from Azure Relay  8.1.x   260 – 270 

Encrypted db connection strings at rest  8.1.x   6 / 9 / 12 mm 

Enhanced payload capacity (up from 2G to 5G)  8.0.0   22.9 gr 

Increased SIC db connection timeout  to 10 min  8.0.0   0 – 4500 mins 

 

VPN DEPRECATION 
 
• In August 2023, OneStream announced the August 31, 2024 end of service date  

for cloud customer use of VPN and ExpressRoute connections  

• All customers using VPN or ExpressRoutes will be required to migrate to Smart 

Integration Connector (SIC) for local data source integration services with their 

Platform v8+ upgrade. 

• OneStream recommends all impacted customers upgrade to Platform v8+ prior 

to the end of service date.   

• Customers unable to transition off VPN by August 2024 may appeal for an 

extension if a committed upgrade plan is in place.  Contact your CSM to arrange 

an escalation meeting. 

• Customers using VPN for user access may choose to leverage IP Whitelisting but 

must transition away from VPN. 

 

•  

 

Have additional questions? 

Register to attend v8+ Upgrade Office Hours 

V8+ Upgrade Group in OneCommunity 

SIC Introduction Video 

SIC Self-paced course (free) 

Learn more about Smart 

Integration Connector 

Your business tagline 

USE CASES 
Integrating to accessible databases for 

Data Import, Drill Back, and reporting 

Data Import or Drill Back to source 

systems exposed via local iPaas 

platforms, web-APIs, or SAP Integration 

sFTP bi-directional file exchange 

BENEFITS 

Secure.  Fast.  Less invasive than VPN.   

Self-Service setup and operational 

management of local data source 

connections 

Customer-side Local Gateway Server 

manages data source credentials and 

supporting files 

 

Export to Data Warehouse sources 

LOCAL GATEWAY  
 
Customer provisioned Windows Server 

manages local data source connectivity and 

exchange with SaaS Azure Relay node 

 

• VM/Server per OneStream instance  

• Multiple Local Gateway Servers to manage 

data sources across subnetworks 

• Redundancy available for high availability 

• Windows 2019+ / .NET 4.8 framework 

• 16-32G RAM (32 for 1M+_row imports) 

• 2 core modern processors  

 

 HOW IT WORKS 
 
As an upgrading OneStream SaaS customer – we’ve made the transition from VPN to SIC easy.  There are no changes required to existing data source artifacts and minimal changes to 

Data management and Business Rule setup for data integrations.  Data Sources may be created within OneStream’s configuration and assigned a connection type of ‘Gateway’.  Gateways 

enable connectivity to Azure Relay. 

A Local Gateway Server is installed in your network to manage local data sources.  It runs on a Windows Server/VM and is configured using the Local Gateway Server Configuration utility.  

Connectivity to the OneStream cloud instance is established with a websocket-based outbound connection to Azure Relay over port 443.  Customers may install multiple Local Gateway 

Servers to organize data sources or to align with multiple subnetworks.  Local Gateways can be installed in a DMZ for further security.  Whitelisting is available to manage secure traffic in 

both directions.   

Network friendly.  Outbound 

connection only. 

https://community.onestreamsoftware.com/t5/Platform-v8-Upgrades/Platform-v8-Office-Hours/ta-p/23285
https://onestream.thoughtindustries.com/learn/course/onestream-architecture-smart-integration-connector-sic/introduction-to-the-onestream-smart-integration-connector/welcome-to-the-onestream-smart-integration-connector?client=employee
https://community.onestreamsoftware.com/t5/Platform-v8-Upgrades/Smart-Integration-Connector-SIC-Content/ta-p/21568
https://vimeo.com/792838439/409d5a35de
https://onestream.thoughtindustries.com/learn/course/onestream-architecture-smart-integration-connector-sic/introduction-to-the-onestream-smart-integration-connector/welcome-to-the-onestream-smart-integration-connector?client=employee

